
FIGURE 1 
PRIOR ART 





202 



Deposit Documents, 
Assign access control 




208 



^ ■■ -• 



Vault Controller 



.View documents- 

— 'm^r^ 




FIGURE 2 




DOCUMENT QR1G1>JAT0R'S VAULT 



300 

RECEIVE DOCUMENT FROM 
DOCUMENT ORlOrWATOR'S DESKTOP 



302 

SIGN DOCUMENT USING PRIVATE KEY 



APPMCATION S RRVER VAULT 



304 

ENCRYPT DOCUMENT 
USING PUBLIC KEY 



306 

FORWARD ENCRYPTED 
DOCUMENT AND 
ELECTRONIC SIGNATURE 
TO APPLICATION 
SERVER'S VAULT 



308 

RECEIVE ENCRYPTED 
DOCUMENT 




310 

NOTARIZE USER'S 
ELECTRONIC SIGNATURE 



316 
RETURN' 
NON-REPUDIATION 
RECEIPT AND 
NOTARIZED 
SIGNATURE TO 

DOCUMENT 
ORIGINATOR'S 
VAULT 



312 

PRODUCE NON-REPUDIATION 
RECEIPT ON NOTARIZED 
ENCRYPTED DOCUMENT 





314 




STORE ENCRYPTED 




DOCUMENT, NOTARIZED 




ELECTRONIC SIGNATURE 




AND NON-REPUDIATION 




RECEIPT IN REPOSITORY 



322 

RETURN ERROR 
MESSAGE TO 
APPLICATION SERVER 
VAULT 



FIGURE 3 



< 
> 

00 

o 

< 

a 

Q 

t- 

U 
O 
Q 



H 
-J 

< 
> 

> 

tu 

CO 



< 

a. 
a. 
< 



04 

:eive 
:ess 

UEST 




► 


a: < S 







a: 



FIGURE 5 




YES 



502 

INCREMENT ACL VERSION NUMBER 



504 

REPLACE OLD TIME STAMP WITH CURRENT ONE 



506 

CREATE AND SIGN TOKEN OF ACL 
VERSION NUMBER AND TIME STAMP 



508 

ATTACH TOKEN TO ACL PRODUCING A DATA STRUCTURE 



510 

SIGN DATA STRUCTURE 



512 

FORWARD ACU TOKEN AND DATA STRUCTURE SIGN TO VAULT 
OF APPLICATION SERVER FOR STORAGE IN THE REPOSITORY 



514 

FORWARD TOKEN TO AUTHORIZED USERS' 
VAULTS FOR STORAGE ON USER DESKTOPS 



516 

FORWARD SIGNED TOKEN TO DOCUMENT 
ORIGINATOR'S DESKTOP FOR STORAGE 



(2 "9 Z -o3o 




UPDATING USER'S VAULT 



nt?l^^^lATnR'S VAULT 



600 

UPDATING USER PRESENTS 
SIGNED TOKEN FOR ACL 



602 

FORWARD SIGNED TOKEN 
TO OWN VAULT 



604 

FORWARD SIGNED TOKEN TO 
ORIGINATOR'S VAULT 



608 

RETURN ERROR MESSAGE 
TO USER'S VAULT 



620 

FORWARD NEW SIGNED TOKEN 
TO USER'S VAULT 



622 

FORWARD NEW SIGNED TOKEN TO 
UPDATING USER'S DESKTOP 






612 






UPDATE ACL 














614 






CREATE AND SIGN NEW TOKEN OF ACL 


VERSION NUMBER AND TIME STAMP 



616 

STORE NEW SIGNED TOKEN IN VAULT 



618 

FORWARD UPDATED ACL, NEW TOKEN AND 

NEW SIGNED TOKEN TO APPLICATION 
SERVER FOR STORAGE IN THE REPOSITORY 



FIGURE 6 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SffiES v 

□ FADED TEXT OR DRAWING 

il BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



